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A publicly verifiable key sharing mechanism based on threshold key sharing is 

provided to explore the security of users' private keys on the blockchain. Participating 

nodes check the key fragment after receiving it, effectively preventing it from being 

abused. The crucial sections of the nodes that participated in the critical splicing are 

made public during the critical recovery stage to prevent them from performing 

harmful things during the critical recovery stage. Add IDs to the nodes that 

participated in the crucial splicing during the key distribution stage; a dynamic 

threshold system is intended to track and update the status of malicious nodes in real 

time. When the node that possesses the crucial component fails, the owner of the 

critical component and the main node relocate a key element to the new participating 

nodes to safeguard sensitive information. The experimental results show that this 

system has a key recovery rate of 80% and threshold qualities such as traceability, 

enforceability, and recoverability. 
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1. Introduction 

The blockchain is essentially a non-

administrative decentralized storage 

system in which each node owns all data. 

Due to its unique trust establishment 

mechanism supply chain [7-8], blockchain 

is extensively used in the worldwide 

deployment of the Internet of Vehicles [2], 

Internet of Things [3], financial services 

[4-5], smart grid [6], and other industries 

as a new computing paradigm and 

collaboration mode [1]. Blockchain [9], 

big data [10], artificial intelligence [11], 

cloud computing, and network security are 

all important avenues for the development 

of the rising digital industry. While it 

demonstrates its vigor, the security flaws 

of its underlying decentralized technology 
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are becoming increasingly apparent. In 

2014, the well-known Bitcoin trading 

platform Mt.Gox claimed to have been the 

victim of a malleability attack and lost 

850,000 Bitcoins, establishing a new theft 

record. In 2017, the MIT Academic 

Research Expert Group sent an email to 

IOTA (a new micropayment crypto 

currency freshly tailored for the Internet of 

Things), the Internet's backbone, 

reminding it of Curl-P in its hash 

algorithm. The existence of gaps has 

drawn the academic community's attention 

to the security technology of blockchain 

cryptography. The private key, as the sole 

proof required to identify the user's 

identity in the blockchain realm, cannot be 

restored if lost. The "Vernacular 

Blockchain" [12] states that according to 

the information released, there are 

numerous addresses in the Bitcoin system 

with forgotten private keys, the worth of 

which might be billions of dollars. As a 

result, it is critical to offer a secure and 

viable blockchain user private key 

management system to address the issue. 

At present, given the security management 

of user private keys in the blockchain 

network, academic circles focus mainly on 

how to improve the generation of user 

private keys, how to store them, and the 

scalability and security of the use of 

private keys [13]. In the secret key stage, 

Panda et al. [14] proposed to use one-way 

hash chain technology to generate public 

and private key pairs and allow the critical 

team to self-verify at any time. The single 

item hash chain technology increases the 

difficulty for attackers to steal keys. In 

storing the private key, the academic 

community proposed solutions such as 

local storage, account custody [15-16], 

offline storage [17-18], cloud storage, and 

encrypted wallet protection. When using 

the private key, the academic community 

proposed threshold-based signatures [19-

20] and multisignature schemes. Author 

offers an approach to account recovery 

through an arbitration process that includes 

a spam filter that separates legitimate 

requests from malicious or spam 

submissions whose votes. The mechanism 

is supported by game theory and control 

measures to avoid malicious attacks. The 

author proposed an efficient and optimal 

threshold digital signature scheme, which 

only requires the participation of honest 

nodes greater than or equal to the threshold 

to guarantee bits Security of coin wallet 

effectively. The author proposed a 

weighted threshold scheme with a Bitcoin 

elliptic curve digital signature algorithm, 

in which participants have different 

priorities and have different weights, if and 

only if all shares of Positive consequences 

are only associated with each participant 

when the sum of the products is greater 

than or equal to a fixed threshold, and 

signatures can be reconstructed.  

To sum up, most existing research focuses 

on the private key management of users' 

accounts. Because users choose to save the 

private key differently, it will be 

inaccessible if the user accidentally loses 

the private key. Therefore, the remote key 

fragment holder must be on the go. 

Otherwise, the user's private key cannot be 

recovered because the threshold is not 

reached, and the threshold key sharing 

technology cannot guarantee that the node 

that splits the crucial and the participating 

nodes that join the key will not do evil 

when the key is broken. 

This research is optimized on the basis of 

the above. After each node votes to elect 

the controller node, the controller node 

splits the private key. When distributing 

the split personal key fragments to each 

participating node, the identity ID of each 

participating node is added so that the 

identity ID of each participating node can 

be added according to the identity. The ID 

tracks the participating nodes, and when a 

new controller node is elected in each 

round of voting, the new controller node 

redistributes the private key fragments to 

each participating node; after the 



participating nodes receive the personal 

key chips, Verification to prevent the 

controller node from doing evil when the 

private key is split; in the stage of splicing 

the private key, after the participating 

nodes verify the individual key fragments 

held, the verification algorithm broadcasts 

the verification results in the blockchain 

network to prevent the participating nodes 

from splicing. The private key stage is 

malicious, and prevents the controller node 

and the participating nodes from colluding 

and doing evil. Even if the user 

accidentally loses the private key, the 

original private key can be recovered by 

collecting or splicing key fragments equal 

to or greater than the threshold. This study 

verifies the critical segmentation and 

recovery phases. It is difficult for an 

attacker to steal the user's private key by 

collecting key fragments that exceed the 

threshold or attacking participating nodes. 

The owner node of the critical component 

and the controller node undertake to 

release new vital pieces together to ensure 

the dynamic management of the key 

fragments and the recoverability of the 

user's private key in the active network.  

2. Methodology 

Blockchain is a distributed general ledger 

system that ensures that it has the 

advantages of antitampering, 

decentralization, openness and 

transparency, and unforgivable block data 

through cryptography-related technologies. 

Blockchain realizes distributed storage and 

decentralized data through the peer-to-peer 

(P2P) network protocol and chain 

structure. The consensus mechanism is 

used to constrain each decentralized node 

in the blockchain network and maintain the 

block. The order of operation and fairness 

of the chain network system enables each 

unrelated node to verify and confirm the 

data in the network, thereby generating 

trust and reaching a consensus. 

Cryptography technology is used to ensure 

the confidentiality of users in the 

blockchain network confidentiality, 

integrity, availability, and immutability of 

keys, transmitted information. It supports 

users to use automated scripts to generate 

intelligent contracts quickly, accurately, 

and securely, greatly expanding the 

application of blockchain. The security 

model of the blockchain is bottom-up. It 

can be abstracted into three levels, as 

shown in Figure 1. 

 

Figure 1 Blockchain security model 

1. Data layer. The data layer uses 

various cryptographic techniques 

such as hash functions, encryption 

algorithms, Merkle trees, key 

management, etc., to ensure the 

security of data in the blockchain 

network. 

2.  Network and consensus layer. 

Mostly, it includes the networking 

method and the consensus 

mechanism of the blockchain. 

Blockchain uses a peer-to-peer 

protocol for network transmission. 

The nodes verify that the 

transaction information is reliable 

and store it in blocks. In addition, 

nodes use a consensus mechanism 

for blockchain consensus. 
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3. Application layer. It mainly 

includes various upper-layer 

applications and platforms with 

blockchain as the underlying 

application platform. The 

application layer adopts the 

blockchain's high-security privacy 

protection technology, access 

control, and security auditing to 

ensure its security. From the 

perspective of the composition of 

the blockchain security model, 

each layer is inseparable from 

cryptography, which is the core 

support for the security 

implementation of blockchain 

technology. 

SHAMIR(T, N) THRESHOLD KEY SHARING 

Shamir(u, m) threshold key sharing 

technique is a key sharing technique based 

on the Lagrangian interpolation algorithm 

for reliable and secure distribution of 

account keys to multiple participants. In 

this scheme, the shared keys are divided 

into m parts and distributed to m 

participants. Each participant has a key, 

the shard is. The shared keys can be 

recovered as long as at least u shards are 

collected. The key distributor randomly 

chooses a polynomial where 

 ( )  
      

          
             at b1, 

and g(0) =        ; m The key 

distributor chooses a random polynomial 

that satisfies the condition, then assigns ti 

= g(i) to each participant Qi, i = 1,2. Any 

participants t Q = Q1, Q2,..., Qu 

reconstructed using Lagrangian 

interpolation: 
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The formula: g(x) is the original 

reconstructed key, the threshold. After 

completion of the construction, the shared 

key t can be calculated by t=g(0). 

PROPOSED BLOCKCHAIN-BASED 

PUBLICLY VERIFIABLE THRESHOLD 

SECRETS 

Key-Sharing Scheme The research scheme 

is based on Shamir(u, m) threshold key-

sharing technique and Pedersen's verifiable 

critical method. By using the publicly 

verifiable threshold key sharing 

technology in the blockchain network, the 

traditional threshold key sharing 

technology can solve the problem that the 

user's private key is leaked due to its 

defects, or the user's private key cannot be 

leaked due to the offline node holding the 

key fragments recover. 

2.1 Initialization 

All nodes in the blockchain network elect 

the controller node by voting. Let q and r 

be large prime numbers, respectively, 

where r is a large prime number of q-1. 

The only subgroups of order r of the 

multiplicative cyclic group, g, h, are 

generators and no one (except the 

controller node) knows the discrete 

logarithm. Assume that the voting 

controller node is the key distributor, and n 

subnodes are participating nodes, denoted 

as Q1;Q2; _ _ _ ;Qn respectively and the 

threshold is k. 

2.2 Key Distribution 

For a group of integers of key order q, 

master node E transmits a commitment to 

a pair with a secret value chosen at random 

by master node E. Master Node E 

randomly selects a polynomial of degree in 

and calculates. The controller node 

randomly selects, calculates, and 

broadcasts the promise of the pair where. 

Let us calculate. The controller node will 

(tj, uj) and the identity ID that can be used 

to verify the child nodes secretly sent to 

participating nodes as a shared key 

fragment held by them, where is the 

critical element. 

2.3 Key Fragment Verification 



 After each participating node Qj receives 

the critical segment, it verifies  (     )  

 ∏   
    

   whether the vital part it has 

received is valid. If the participating node 

fails to prove the crucial fragment, it can 

complain or reject and does not participate 

in the subsequent key recovery. Assuming 

a share of failed verification (k; n-c), the 

scheme becomes a threshold scheme c⩾n-

k. At that time, it can be determined that 

the controller node is fraudulent. Then, the 

nodes re-vote to elect a new controller 

node. 

2.4  Key Recovery 

To participate in the execution of one or 

more sub-nodes of key recovery to prove 

    =∏   
    

   whether their key segments 

are correct the sub-nodes execute the 

verification algorithm and after the 

performance is completed; the verification 

algorithm will publish the verification 

results in the blockchain network. Only the 

sub-nodes that pass the verification can use 

the Lagrangian polynomial interpolation 

method to perform key splicing. The 

Identity ID keeps track of this node and 

refreshes it. 

When the node holding the critical 

fragment goes offline, the owner node of 

the essential component and the controller 

node distribute the critical element to the 

unassigned nodes. The controller node 

summons other participating nodes greater 

than or equal to the threshold value. After 

verifying the vital fragment, it is restored. 

After the original key is restored, the key 

is resplit and then distributed to other 

participating nodes. 

2.5 Reputation Sharing  

High task issuers have access to reputation 

comments. The scheme in this paper is 

based on the assumption that only a few 

task publishers in the mobile network are 

malicious. During the sharing process, 

modifying a single task publisher after 

generating a local opinion has little effect 

on the reputation value of the data owner 

because the proposed scheme will be based 

on the data. The historical interaction 

records of the owner and the indirect 

reputation opinions of other multiple task 

issuers are combined with the theory of 

entropy to define adaptive weights to 

conduct a comprehensive reputation 

evaluation for the data owner so that the 

reputation evaluation is objective accurate. 

Reputation opinion sharing is shown in 

Algorithm 1. 

Algorithm 1: Reputation Sharing 

Algorithm 

Input url, url_hash , address, [smk] 

pkp, pkp 

1. The task publisher calls the 

contract function 

contribute_reo(url, 

url_hash, address, 

[smk]pkp, pkp) 

2. if verify_pk(address,pkp) = 

true, 

3. The contract stores the 

reputation opinion 

information into the 

reo_share[url_hash] 

variable. 

4. The contract calls the 

internal function 

set_url_pk(url_hash,pk )p to 

record the relationship 

between the reputation 

opinion and the task issuer 

in the variable 

url_pk[url_hash] 

5. The contract initializes the 

whitelist of reputation 

opinions and adds the task 

issuer's information to the 

whitelist 

url_whitelist[url_hash] 

6. The contract queries other 

registered task issuers and 

adds them to the whitelist 

respectively 

7. return REO_TXID 

8. else 



9. return default 

10. end 

2.6 Reputation access 

Before each federated learning, the 

task issuer executes the reputation 

opinion access algorithm to request the 

information opinion of other task 

issuers to select a reliable data owner. 

The requester inputs the public key pk 

p of the accessed task issuer, the 

reputation opinion index path hash 

url_hash, and its public key pk r. After 

calling the function request_smk(), the 

contract verifies the requester's 

identity. If the verification is 

successful, the contract will judge the 

request whether the party is on the 

whitelist of the accessed task issuer. If 

it exists, it will update the access time 

of the requesting party and return the 

encryption key [smk]pkr, the requester 

can decrypt the symmetric key with the 

private key; otherwise, the requester's 

local reputation in the task issuer being 

accessed is considered low, the task 

issuer refuses access, and the access 

fails. In addition, when accessing the 

corresponding resources on the chain, 

the audit node on the blockchain 

service platform also requires identity 

authentication. Therefore, if the task 

issuer in the non-whitelist obtains the 

symmetric key through collaboration 

with the task issuer in the whitelist, the 

task issuer who is not in the whitelist 

will not be authenticated and thus 

cannot obtain the reputation opinion 

reo. Access to reputation opinions is 

shown in Algorithm 2. 

 

Algorithm 2 Reputation Access 

Algorithm 

Input pk p , url_hash , pk r , address 

1) The requester calls the contract 

function request_smk(pkp, url 

_ hash, pk ) 

2) if verify_pk(address, pk ) = 

fakery 

3) return fakery 

4) if 

url_whitelist[url_hash][is_whit

e][pk] = true 

5) The access timestamp 

timestamp of pk is updated 

6) return Request_TXID, [smk]pk 

7) else 

8) return default 

9) end if 

10) end if 

2.7 Reputation update 

The requester will evaluate the reputation 

of other task issuers locally. If the number 

of times that a task issuer has a low 

reputation exceeds the set threshold, the 

requester will call the function 

update_smk_remove() to remove the task 

issuer from itself. removed from the 

whitelist. The update of reputation opinion 

is shown in Algorithm 3. 

Algorithm 4 Update of Reputation  

Enter pkp, url_hash, pk, address 

1) The requester calls the contract 

function update_smk_remove(pk, 

url_hash, pkp) 

2) If verify_pk(address, pk ) + fakery 

3) return fakery 

4) Record the update timestamp of pk 

5) Call the contract function 

remove_whitelist(url_hash, pkp) to 

remove the task issuer from the 

whitelist  

6) return Remove_TXID 

7) end if 

3. Scheme Security Analysis 

3.1 (t, n) Threshold characteristics 

Its threshold feature means dividing and 

distributing the key to each participating 

node. The original key can be recovered 

only if it is equal to or greater than the 

number of correct nodes, and the original 

key cannot be recovered if it is less than 



one key. Even if an attacker obtains a key 

fragment, he can only construct a system 

of equations with unknowns: 

{
 

 
    (     )    (     )
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In the formula: (ti; ui) it is the crucial 

fragment possessed by a particular node. 

When the number of unknowns is greater 

than the number of equations, the above 

equation G(x) has no solution, and the 

specific form cannot be obtained G(0). 

That is, the original shared key cannot be 

accepted t = g (0) = b0. Therefore, this 

research scheme has the threshold 

characteristic, and the original shared key 

can be recovered only when at least one 

participating node is satisfied. 

3.2 Unforgeability and Traceability 

The enforceability of each participating 

node means that no participating node can 

generate legal key segments in the name of 

other participating nodes. Assume that the 

identity set of the participating nodes is ID 

= {ID1;ID2; _ _ _ ;IDt}, for the 

participating nodesQj, whose identities are 

known IDi 

Attack 1 Attacker posing asQj as a key 

splicing. The verification function fails and 

the subsequent verification failure results 
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   are published in the 

blockchain network. The blockchain 

network traces it back according to the 

identity ID and then refreshes the node. 

Therefore, it cannot be impersonated. 

The security of this research scheme is 

compared with Scheme 1, Scheme 2, and 

the Shamir threshold key sharing scheme, 

and the analysis results are shown in Table 

1. This research method is resistant to 

collusion attacks and does not need to be 

trusted. Nodes participate and allow for the 

dynamic addition of participating nodes, 

ensuring the security and privacy of the 

user's private key. 

Table 1 Safety comparison between this 

study protocol and existing typical 

protocols 
Program Whether 

trusted nodes 

are required 

to participate 

in the 

reconstruction 

phase 

Can 

resist 

collusion 

Whether to 

dynamically 

add 

participating 

nodes 

Program unnecessary Yes no 

Program unnecessary Yes no 

Shamir threshold sharing scheme need no no 

Proposed Work unnecessary Yes Yes 

 

4. Experimental Analysis of the 

Scheme 

The experimental environment of the 

publicly verifiable key sharing technology 

and Shamir threshold key sharing 

technology scheme in the blockchain is as 

follows. The operating system is 

Windows10 Home Chinese 64-bit version, 

and the CPU is Intel(R)Core(TM)i7-

10510U CPU@ 1.80 GHz 2.30 GHz, the 

memory size is 16 GB, implemented using 

the Java development language.  

4.1 Private Key Recoveryability 

Private Key recoverability means that 

when the participating nodes in the 

blockchain network change dynamically, 

the user can recover his private key by 

collecting enough critical fragments 

through the controller node. As shown in 

Figure 2 with Table 2, the comparison of 

the four schemes is set up. There are 20 

participating nodes. In the scheme 

proposed in this study, all nodes use 

dynamic allocation to distribute critical 

fragments, and the threshold value is 11; 

Scheme 1, Scheme 2 and Shamir threshold 

encryption. The threshold value of the 

critical scheme is set at 10, and the nodes 

join or leave the network randomly in the 

experiment. Ru is the update rate of the 



blockchain nodes in the figure, and r is the 

private key recovery rate. It can be seen 

that with the node update rate, Scheme 2 

and the Shamir threshold key party 

Table 2: Private Key Recovery Rates for a 

Single User 

Se

ria

l 

Propose

d Work 

Prog

ram 

Shamir 

threshold key 

scheme 

0 100 100 100 

5 90 92 95 

10 80 82 92 

15 60 65 90 

20 40 45 87 

25 20 25 85 

30 23 25 80 

35 15 18 78 

40 10 13 74 

 

 

Figure 2 Private Key Recovery Rates for a 

single user 

The private key recoverability rate of 

Scheme 1 is relatively high. When the 

update rate of the node reaches 35%, 

scheme 2 has different weights of the 

critical fragments held by the nodes. Its 

private key recovery rate is close to 0, the 

personal key recovery rate of the Shamir 

threshold key scheme is close to 15%, and 

the private key recovery rate of scheme 1 

has decreased. Therefore, the plan 

recommended in this study can effectively 

deal with node exit in the case of joining. 

The new joining node also has key 

fragments through the method of the 

controller node calling the participating 

nodes, ensuring the fragment size so that 

the recoverability of the private key is 

maintained at a high level. Even if the 

network node update rate reaches 40%, 

more than 80% of private keys can still be 

recovered under the scheme recommended 

in this study. Therefore, the method 

suggested in this study is more suitable for 

dynamic blockchain networks and can 

effectively tolerate the exit of nodes that 

carry key fragments and the addition of 

new nodes. 

 

4.2 Private Critical Recovery Time 

When a legitimate user requests to restore 

the private key, the controller node in the 

blockchain network broadcasts the request 

to fix the private key to other nodes. The 

node holding the private key fragment first 

executes the verification algorithm and 

participates in the restoration of the private 
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key after verification. There are 20 

Participating nodes. The threshold value 

ranges from 11 to 18, with the threshold 

value required to recover the key as the 

abscissa and the critical recovery time as 

the ordinate. The comparison diagram of 

the threshold key scheme is shown in 

Table 3. In the figure, T is the recovery 

time. The critical fragments of the 

proposed project, scheme 1, scheme 2 and 

the Shamir threshold key scheme are 

distributed in different nodes in the 

blockchain network; splicing the private 

key requires more than a threshold number 

of key fragments in theSplicing private 

keys requires more than a threshold 

number of key fragments in the entire 

blockchain network. Even if each key 

element is publicly verified in this research 

scheme, the critical recovery time is 

similar to that of the other three methods. 

The system of this study improves the 

security of the blockchain network while 

ensuring that the user's private key will not 

be leaked. 

Table 3:  private critical recovery time of 

the user 

Se

ria

l 

Propose

d Work 

Prog

ram 

Shamir 

threshold key 

scheme 

10 90 150 150 

11 110 160 100 

12 115 150 120 

13 120 130 110 

14 125 140 105 

15 130 120 100 

16 135 100 90 

17 140 130 95 

 

4.3 Nodes do evil 

Node evil means that malicious nodes in 

the blockchain network tamper with their 

keys, resulting in the failure of private key 

splicing in the recovery phase. For the 

scheme proposed in this study and the 

Shamir threshold key-sharing scheme, the 

situation of node evil is simulated. As 

shown in Table 4, critical recoverability is 

displayed when the point is malicious. 

There are 20 participating nodes in the 

setting scene, 1 controller node, and the 

threshold value is 12. In the figure, ne is 

the number of malicious nodes the number 

of malicious nodes > When the number of 

participating nodes threshold value, the 

private keys of all schemes cannot be 

recovered. Therefore, a situation is 

simulated where a maximum of 8 nodes 

are malicious. It can be seen that with the 

increase in the number of malicious nodes, 

the private critical recoverability rate 

increases when the number of malicious 

nodes exceeds 4, the personal key recovery 

rate of the Shamir threshold key scheme 

drops rapidly. In contrast, the private key 

recovery rate of the method proposed in 

this study is maintained at about 85%. 

Therefore, the system recommended in this 

study is that resisting malicious nodes is 

more secure and can tolerate more 

malicious nodes. 

Table 4: Private key recovery rate when 

the node is malicious 

Se

ria

l 

Propose

d Work 

Prog

ram 

Shamir 

threshold key 

scheme 

10 90 95 98 

11 110 110 98 

12 112 135 120 

13 114 140 105 

14 120 145 95 

15 140 110 93 

16 145 105 89 

17 160 100 85 

 

4.4 Private key recoverability when 

the number of users is different 

The recoverability of the private key when 

the number of users is different refers to 



the recoverability rate of the private key 

when the number of users is different. The 

number of nodes participating in the 

recovery of the private key is different in 

the blockchain network: the rate of 

recovery of the personal key when the 

number of nus of the user is different. The 

number of users in the blockchain network 

increases from 1 to 12, the participating 

nodes are 15 (threshold value 10) and 20 

(threshold value 14), and nu is the 

blockchain the number of users in the 

network. When the number of participating 

nodes in the blockchain network is 15, and 

the number of users does not exceed 4, the 

private key recovery rate is 100%. When 

the number of users increases to 12, the 

personal key recovery rate is close to 60%; 

when the number of participating nodes in 

the blockchain network is 20, and the 

number of users does not exceed 3, the 

private key recovery rate is 100%. When 

the number of users increases, the personal 

key recovery rate is about 60%. When 

users increase to 12, the private key 

recovery rate is 50%. Even if the number 

of nodes and users continues to grow, the 

private key of the scheme proposed in this 

study can be recovered. The rate is about 

50%, so the method recommended in this 

study is suitable for small and medium-

sized blockchain networks. Table 5 shows 

the recoverability of private keys with 

different numbers of Users. 

 

Table 5: Private Key Recoverability with 

Different Numbers of users 

Seri

al 

Proposed 

Work 

Shamir threshold 

key scheme 

0 100 100 

1 99 98 

2 98 95 

3 97 90 

4 96 88 

5 98 20 

6 99 15 

7 96 10 

 

4.5 Standard Deviation  

There are two random processes in the 

Serials: the features of the random 

subspace are randomly generated based on 

the variance contribution rate of the 

features, and the training data of each base 

classifier are randomly selected based on 

the sample selection probability. 

Therefore, this section studies the effect of 

randomness on the serials and the 

performance impact. 

Theoretically, on the one hand, the 

subspace is generated based on the 

variance contribution rate of the features. 

The more informative features are 

included, the greater the probability of 

being selected; the less informative 

features, the smaller the probability of 

being selected. This guarantees the validity 

of each subspace; on the other hand, the 

training data for each base classifier is 

randomly selected based on the example 

selection probability, which is 

Converted from the positive score, the 

representative example selection strategy 

stipulates that in the positive bag and the 

negative bag, the higher the positive score 

is, the greater the probability of being 

selected and the probability of being 

selected for each example in the bag is 

different. On the one hand, from the 

perspective of the positive bag, the 

selection strategy tries to avoid selecting 

negative examples from the positive bag, 

thereby preventing the trained example-

level classifier from predicting false 

positives; on the other hand, from the 

perspective of the negative bag See, 

moving the decision boundary of the 

example-level classifier towards the 

positive class increases the number of true 

negatives. Therefore, the classification 

effect of the package is guaranteed, and 

randomness will not have a great impact 

on the performance of the classifier. 



Experimentally, this paper conducts 

experiments on serials 1 to 5. On a serial, 

repeat the experiment 100 times with the 

same experimental settings (split and 

parameters of cross-validation), and then 

calculate the standard deviation of the 

results of the 100 experiments. The 

experimental results are shown in Table 6, 

in seizures 1-5, The standard deviations of 

the accuracy rates are 0.42%, 0.32%, 

0.17%, 0.79%, and 0.38%, respectively, 

and the standard deviations of the AUC are 

0.43%, 0.32%, 0.19%, 0.86% and 0.38%, 

respectively. Therefore, smaller 

randomness has little effect on classifier 

performance.  

Table 6 Standard deviation of 

performance for 100 repetitions 

Data set Standard 

deviation of 

accuracy 

Standard 

Deviation of 

AUC 

Serial 1 0.41 0.48 

Serial 2 0.37 0.31 

Serial 3 0.19 0.16 

Serial 4 0.76 0.82 

Serial 5 0.37 0.34 

 

5. Conclusions 

A publicly verifiable threshold key sharing 

method in the blockchain is aimed at 

addressing the security issue of the loss or 

leaking of the user's private key in the 

present blockchain network. The dynamic 

threshold's design assures that even if the 

node containing the important fragment is 

offline, the recoverability of the user's 

private key may still be ensured. 

According to the security analysis, the 

scheme in this study has threshold 

characteristics, enforceability, and 

traceability, and is appropriate for dynamic 

blockchain networks. The crucial splicing 

algorithm will be investigated in the 

following study. The recoverability rate of 

the user's private key will improve as the 

number of users in the blockchain network 

grows, making it suited for large-scale 

blockchain networks. 
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